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Abstract 2 Bluetooth Worms

Mathematical epidemiology has been developing for  We will briefly describe the mathematical model applied
over a hundred years. Mathematical models developed forto the analysis of epidemic of Bluetooth worms, such as
spreading of viruses in human populations take into account Worm.SymbOS.CabiandWorm.SymbOS.Lasco
various effects influencing the epidemic. Recently resfilts
mathematical epidemiology have also been applied to mod-2.1 The Susceptible-Infectious Model
eling of epidemic viruses in computer networks. The cur-
rent work applies results of mathematical epidemiology to  The Suceptible~Infectious (SI)model is the simplest
the research of dynamics of potential epidemics of wormsmodel of the dynamics of viral epidemics,[2]. In the
in mobile networks. The work simulates epidemics of two given model the individual is either healthy and vulnerable
types of mobile worms that we have already run into - MMS to infection or infected and thus infecting others. The size
and Bluetooth worms: of the population is constant and equals= S(t) + I(t)

where in the moment of time there areS(¢) vulnerable
and(t) infected individuals. Density of infected individ-
ualsi(t) = % changes proportionately to the density of
1 Introduction vulnerable individuals(t) = 1 — i(t), the average number
of contacts the vulnerable individual has in a unit of time
(k), and the probability of infection during the entire time.

This work uses basic models of mathematical epidemiol- The probability of infection, in turn, is equal to the protiuc
ogy for simulation of spread of Bluetooth and MMS worms  of probability of infection during contact with the infecte
in mobile networks. These models give us a very rough jndividuals A and the density of those infected individuals
picture of spread dynamics of those worms in mobile net- ;). The change in the number of infected individuals is

works. Currently there are no Bluetooth or MMS worms  thys described by the equation knowrMashulst equation
known in the wild that do not require user action to infect

a vulnerable mobile device. However remotely exloitable di(t) _ Y 1 — i(0)]i(t)
vulnerabilities in wireless LAN/WAN and Bluetooth device dt
drivers or firmware may become fruitful targets and canre-  Tthe solution islogistics function which reflects expo-

sultin the spread of the worm in wireless networks. nential growth of the number of infected individuals in a
The main goal of the current work is to provide estima- two-component population, where= .~ is the charac-

)

tions of potential scale and timing characteristics of worm teristic time of epidemic growth: A
propagation over MMS and Bluetooth capable mobile de- )
vices. Epidemiological models used in this paper for simu- isi(t) = iper @)
lating MMS and Bluetooth worms also apply to the analysis st 1 —ip +iger
of worms exploiting vulnerabilities in wireless LAN/WAN
devices. 2.2 Epidemics of Bluetooth Worms
IThe results of this work do not represent the views of IntefBea- What is the meaning of the quantifyin epidemics of

tion. network or mobile worms? In the case of the disease that is
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contracted by respiratory means that causes Respiratory Vi~
ral Disease in an individua\ means that during the contact H / /

with the person with Respiratory Viral Disease we become
sick with the probability of\. It depends on a multitude of
factors, including the virulence of the disease, immunfty o
the individual, etc., but for the mathematical model of the
viral epidemic, the value of this quantity may be estimated
based on statistical data from past epidemics.

Bluetooth worms have the following characteristics of 2.10°
spreading: j / J /

1. The range of infection is limited by the range of the 0 T 60
Bluetooth connection (10-25 meters for Class 2/3, up
to 100 meters for Class 1).
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Figure 1. Dynamics of the number of infected
2. Due to this the Bluetooth worm cannot infect the next ~ mobile devices by the Bluetooth worm. Infec-
victim selectively, such as from a prepared list or by  tion rate A (k) = {2,1.5,1.37,1,0.5,0.3}
a randomly generated mobile phone number. That is,
infection spreads spontaneously: if the vulnerable in-

dividual is discovered in the infection range, then the
attempt at infecting him is carried out. However, even though the features of Bluetooth worms

have allowed us to apply the classical model of epidemic
with parameters of Respiratory Viral Diseases for their
modeling, they are the ones that complicate research of the

Thus, modeling the dynamics of the Bluetooth worm epi-
demic may on one hand be considerably simplified, but on

the other is a very complex pursuit. It is possible to sim- o 5jisic picture of an epidemic spreading. They compticat
plify modeling by using the model and parameters used for i pacause the applie8l model only shows the temporal

the analysis of transmission dynamics of respiratory viral qynamics of the epidemic but does not take into account for
diseases, such as the human influenza virus, its range of ing, o spreading of the worm in space.

fection being limited to several meters.

The order of exponenit (k) in theSImodel is none other
than the number of infected individuals in a unit of time. In
the literature on mathematical epidemiology for the human
influenza virus, this index varies within the limits@f — 2
per day orl00 — 700 of infected individuals per year. We
study A from the set{2,1.5,1.37,1,0.5,0.3} for modeling
Bluetooth worms, wheré.37 constitutess00 infected in-
d|V|duaI§ per year. We will take the size of thg vuInerabIg 3 MMSWorms
population to be equal to the number of mobile phones in
Moscow, Russia, i.e107, and that the initial infection is

In the case of Bluetooth worms, the spatial dynamics is
important due to the limited infection range. Infection-fol
lows the travel of the infected phone, and that is why the
epidemic will develop in pockets, starting and expanding in
various spots of the country and the world as some infected
phones move for example by air transport.

carried out from one mobile phong = 1. Thus, the pa- EpidemiologicalS| model showed sufficiently good cor-
rameters of th&l model of the Bluetooth worms epidemic respondence with real results of spreading of network
are as follows: worms, such a€ode Red | v2 SQL Slammer/Sapphire
(A EY) Bruetooth = {2,1.5,1.37,1,0.5,0.3} Wltty [6, 5 8]. Unlike Bluetooth worms that have a lim-
N — 107 ited infection range, MMS worms completely correspond to
o 1 their computer counterparts due to the following features:
0= 17

1. Therange of infection by an MMS worm is not limited,
and infection may reach any mobile device capable of
receiving MMS messages.

Dynamics of the number of infected mobile devices for
different \ is shown in Figurel. Note that set of values of
) is ordered according to how curves appear on the figure
(from left to right).

It can be seen from the Figutehat in the absence of fac- 2. Thus the infection is not carried out by a victim who
tors that contain the epidemic, the Bluetooth worm needs a randomly enters the range, but selectively through a
little over 15 days to infect all of the mobile phones located prepared list, by a generated or located mobile phone

in Moscow, Russia. number.
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3.1 Random Scanning MMS Worms

As in the last case, let us use tBemodel to analyze the
dynamics of a possible epidemicraindom scanning/IMS
worms, i.e. infecting the mobile phone that has a randomly
generated number.

Let the infected mobile phone be scanning the next vic-
tim (generate a random number and send it an MMS mes-
sage) once everyseconds. This means that the number of
contacts of the infected phone per secongeanning rate
is (k) = 0.2. To demonstrate impact of scanning rate on the
speed of epidemic we estimate number of infected mobile
devices for a set values of scanning ré@e3, 0.2,0.1}.

Let us also consider possible size of entire vulnerable
population to be equal to the product of the number of mo-
bile phones in Moscow, Russfa- 10°, a portion of these
phones that supports MMf& = 0.5 which is exploitable
technology prevalencand aprevalence of vulnerability,,
in all phones, due to which the MMS worm can infect a
phone without the owner’s interactian17 < p, < 0.92.

In order to estimate the last factor, we used results from
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Figure 2. Dynamics of the number of in-
fected mobile devices by the random scan-
ning version of the MMS worm. Vulner-
ability prevalence and scanning rate are
in {(0.92,0.2), (0.5,0.2), (0.17,0.3), (0.17,0.2),
(0.17,0.1), (0.05,0.2)}
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the analysis of prevalence of smartphones operating Sysincreasing vulnerability prevalence increases both spéed

tems, which was recently conducted by Kaspersky L3b [
We'll demonstrate dynamics of infection for different val-
ues of vulnerability prevalencg.92,0.5,0.17,0.05} from
this range.

Since the random scanning version of MMS worms gen-
erates the mobile phone number randomly, the total num-
ber of possible numbers comprises the product of the num-

infection spread and apparently a size of entire vulnberabl
population, i.e. the number of mobile devices that can be
infected by the worm.

3.2 Infection During a Limited Time
(Model SIR)

ber of seven-digit phone numbers and the number of codes 1,4 epidemic model of th&! epidemic that we have

of various communication carriers (target addresses $pace
Q= 10-107 = 108. If, as in the previous case, infection
starts from one phone, then parameters of the model will
look like this:

(k) yrars = {0.3,0.2,0.1}

Q=108
Py = {0.92,0.5,0.17,0.05}
Pt = 0.5

N =p,-p;-9-10°
Muns =N/ Q= {41.4,22.5,7.65,2.25} - 1073

7:0 — N
Dynamics of the number of infected mobile devices by
the random scanning version of the MMS worm is shown in
Figure2. The Figure shows that the random scanning MMS
worms spread significantly faster than Bluetooth worms.

Less than 4 hours may be necessary to infect the entire vul-

nerable population of more thafs0, 000 mobile devices.

Figure 2 demonstrates that by increasing scanning rate

the speed of epidemic growth is also increasing. Whereas

used up until now assumes an unlimited period of infec-
tiousness. However, immunity is produced during infection
with the virus, which may be retained after recovery either
temporarily, as in the human influenza virus, or for life,ras i
“children’s” viral diseases. One may also die as a result of
the disease, which also means the end of infection. Events
of recovery with lifelong immunity and death are taken into
account in th&usceptible»Infected—Recovered (SIRpi-
demic model {, 1].

Mathematically this means that tf&iR model extends
the SI model by adding the flow of events of recovery (or
death) with constant raje and in the equation of the evolu-
tion of the number of infected individuals a decaying mem-
ber —ui(t) is added. TheSIRmodel is recorded with the
following system of differential equations:

ds(t) ;
T Wit )
dil(tt) = A (k) i(t)s(t) — pi(t) ®
0 _ it )

A new state is added in the normalization equation,



which may be used instead of any systems equations. Thigpossible10® telephone numbers onl = 9 - 106 really

is the state in the moment of tintewith density ofr(¢) in- exist. As a result, the majority of attempts at infecting are

dividuals with expired period of infectiousness (they have made in vain. During infection by address-book scanning,
either acquired immunity or died): however, it can be assumed that all contacts exist, and the
attempt at infecting may be wasted only due to other causes

s(t) +i(t) +r(t) =1 (6) - the phone is not vulnerable, etc. Taking this fact into ac-

count,A\p;prs = 0.17-0.5.
Recovery or removal ratg, the parameter of the epi-
demic decay, is calculated from the period of infectiousnes
isir(t) =isr(t) e ™ ) of the mobile phone, and the phone is infectious until the
worm is done sending its copy to all of the address-book
Thus, after some time the epidemic begins to decay ex-contacts. If the average number of address-book contacts is
ponentially because of the decrease in the number of in-assumed to b&00 contacts in mobile phone, then the av-
fectious individuals.% is a characteristic time of epidemic erage period of infectiousness will compris@) seconds,

The solution describing dynamics of the number of in-
fected individuals relative to th&l model is as follows:

decay. and thusurars = 0.002. We study recovery rate from the
set{0.001, 0.002,0.003}. We’'ll also vary scanning raté)
3.3 Address-Book Scanning MMS Worms as it was done previously for scanning MMS worms.

As a result, the model of th&IR epidemic of non-
What makes the present model interesting from the random-scanning version of the MMS worm has the fol-
standpoint of network or mobile worm epidemics, or more lowing parameters:
precisely when does a computer or mobile phone stops in-
fecting others? The loss of infectiousness may occur as a (k) praes = {0-3,0.2,0.1}
result of the following events: 0 =9.10°

6 5
e Disconnection from the network for some reason, due N =017-0.5-9-10" = 7.65- 10

to a large volume of transmitted data in the network Avms =N /Q=0.17-0.5
caused by the epidemic, which was observed during parars = {0.001,0.002,0.003}
the epidemic of the SQL Slammer worm. 1
0= =
e Immunization of the computer or mobile phone: for 7.65-10°
example, installation of an antivirus containing the sig- Dynamics of the epidemic of the MMS worm is pre-
nature of the given worm. sented in Figuré.

e The end of infection by the worm itself. For exam-
ple, a number of worms attempt to infect only a lim-
ited number of computers. Another exampleimail
wormsthat send copies only to a limited number of
victims whose addresses were found by the worm on
the infected computer.

300000

250000 r

200000 /\\Z/ \
150000

100000 / s

Existing MMS worms, such as
Worm.SymbOS.Comwaralso do not infect for an un-
limited period of time, but send their copies only to // \
contacts found in the address book. The above estimates
are only valid for random scanning MMS worms. Let us >‘>\\
use theSIRmodel to estimate the time of the epidemic of ’ * tine of epidemc spread (in seconds)

MMS worms that use address-book scanning for infection.

Before determining parameters of the model, let us con-  Figure 3. Dynamics of the number of infected
sider the empirical estimate of the speed of infection. lyma mobile devices by the MMS worm. Recov-
seem that the speed of spreading remains the same, and the ery and scanning rates are in {(0.001,0.2),
picture will differ only by infection of a portion of the vul- (0.002,0.3), (0.002,0.2), (0.002,0.1), (0.003,0.2)}
nerable population, and not the entire population, as well
as further decay of the epidemic. However, this is not the
case due to the following reason. Random scanning MMS  Recovery rate impacts a threshold at which epidemic
worms randomly generate mobile phone numbers, but of all starts decaying. If recovery rate is lower then the threshol

Number of infected devices by
addr ess-book scanni ng MVB worm

o
<3
=3
o



http://www.viruslist.com/viruses/encyclopedia?virusid=75541

is higher and a worm infects larger population of mobile
devices.

As seen from the Figurg, the maximum number of in-
fected mobile devices in the epidemic of MMS worm with
scanning rat@.2 and recovery rat@.002 (middle red curve)
is greater thari00 thousand, which comprises only about
1% of the population of Moscow, Russia, but it is reached
during a very short period of timelb minutes, after which
the epidemic begins to decay and will end in less than an
hour.
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